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Introduction

About this book

This manual gives an introduction to Archive Manager Exchange Edition the email archiving
tool. In this manual we will explain how to manually install and configure Archive Manager
Exchange Edition for Microsoft Exchange Server 2010 SP1 and SP2 using the light setup.

Besides the light setup, Archive Manager can be installed by the Install package which

performs all pre-requisite tasks and necessary configuration itself (see the short
fAArchive Manager Exchange Edition| nst al | Package Guideo).

Prerequisite knowledge

You should have a working knowledge of Microsoft Exchange Server 2010 and of the
administrative tasks in Windows Server 2008/2003.

You should also have an understanding of Microsoft SQL Server or ORACLE Database Server,
depending on which you will be using.

Knowledge of Microsoft Outlook and 11S would be of help, too.
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Getting started

This chapter describes the most important basic requirements for successful manual installation
of Archive Manager Exchange Edition. Here we will also describe pre-installation tasks the
administrator has to perform before installing Archive Manager by the light setup, so please
read it carefully.

Besides the light setup, Archive Manager can be installed by the Install package which

performs all pre-requisite tasks and necessary configuration itself (see the short
fArchive Manager Exchange Editionl nst al | Package Guideo).

What is Archive Manager Exchange Edition

Archive Manager is a software solution for email archiving. It enables archive mail into a pre-
defined store even with a different retention times. Any email can be restored any time along
with its attachments. It provides full version management with a possibility to retrieve any of the
versions. Moreover, our full-text search engine provides searching through the archives by
applying various search criteria.

At archiving, Archive Manager replaces archived emails on the MS Exchange server with a
shortcut, which takes up much less space. Messages remain available, however, and end-users

can work with them as usual. This helps you to increase capacity on your MS Exchange server.
Furthermore, our OWA support lets you access archived e-mails easily without any
reconfiguration via Web Access. Thanks to the
can read their archived emails. Archive Manager also offers an Offline Folder Service for those

who wish to access their mails while on the road. Emails can be copied into the Offline Folder
using a standard synchronization process. Archive Manager comes with a plug-in for MS
Outlook that gives users authorized by the administrator the ability to control certain archive
functions themselves.

The system is fully automated and the administrator needs to specify the attributes of its
behavior only.

Process of archiving with Archive Manager

Archive Manager Exchange Edition transfers the desired email with its attachments to the HSM
system. It is the HSM system that takes care of storing and retrieving emails and their
attachments. The HSM system works with a database because the information contained in the
shortcut is stored either in an ORACLE or an MS SQL (also MS SQL 2005 Express) database.

The HSM system passes down this email and its attachments to a store specified by the
administrator, whereas the emai |ortcotafa felw&ilobytesmp r e
only remains at its original location. This shortcut includes information about the new location of

the archived email. The only difference a user notices is that the shortcut is displayed with a

slightly modified icon.

Users may work with archived emails and their attachments as usual. This means that when an
archived email is reopened, Archive Manager passes the information contained in the shortcut
to the HSM system. Then the HSM system restores the respective email and its attachments
from the store. Yet, for users it is as if they were working in their normal environment.
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The HSM Server (Hierarchical Storage Management Server)

The HSM Server (i.e. the computer where the HSM system is installed), as a part of Archive
Manager, takes care of saving and securing archived documents. It works with a database,
either an ORACLE Database or an MS SQL Database (also with MS SQL 2005 Express).

General database requirements (in case for Windows Server 2003):

1 If you are using an MS SQL Database, then installation of MDAC (Microsoft
Data Access Components) is necessary, as it contains the required OLEDB
Data Provider for MS SQL Server. The MS SQL Data Provider for .Net is also
needed for accessing MS SQL (part of the .NET Framework installation). We
recommend installing the latest version of MDAC.

(Currently we recommend installing MDAC 2.8.)

i1 If you are using an ORACLE Database, and it has not been installed on the
Archive Manager server, then an ORACLE Database Client must be installed
on your Archive Manager server. The ORACLE OLEDB Data Provider (part of
the MDAC installation) and the Oracle Data Provider for .Net (part of the .NET
Framework installation) are required for connecting the ORACLE Database.

NOTE: Since Windows Server 2008, MDAC has changed its name to WDAC (Windows Data
Access Components). WDAC is included as part of the operating system, i.e. in case you are
using Windows Server 2008, no additional component installation is necessary for MS SQL
database. If you are using an ORACLE database, Oracle Data Provider for .Net has to be
installed.

When installing Archive Manager Exchange Edition you will be asked to specify a database as

well as a database user and password, while configuring the database (see the section
AConfiima the dethbhpsed nsRP@adtl ati on taskso). Thel
database user must be available before installing Archive Manager. (NOTE: The Archive
Manager light setup does not create a database automatically.)

Database
The database used by Archive Manager has basically three parts: Archive Manager part, HSM

part and Auditing part (optional).
Archive Manager light setup does NOT create databases automatically.

One database can include both these parts. However,
if you plan to archive 1.000.000 and more emails, we
recommend creating a separate database for Archive
Manager part and a separate database for HSM patrt.
These databases are then easier to back up and are
not growing quickly.

Archive Manager part

HSM part

Auditing part If auditing feature will be used, a separate database
for auditing part must be created.
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NOTE: The owner can be the same for all databases or you can create different owner for each
database.

Databases with the database user(s) (who, in addition, should be the owner(s) of these
databases) have to be available before installing Archive Manager, because you will be asked
for this data during the installation of Archive Manager. In this manual we use one database for
Archive Manager (exchangeDB), one for HSM (hsmDB) and one for Auditing (auditingDB). The
same user for all is Asrv_exchangeo.

Supported databases:
1 MS SQL 2005 / 2005 Express / 2008
1 ORACLE 8.0 and higher (up to 11gR1)

Creation of a database with a database user in MS SQL 2005/2008 is described in fAddendum
iCreating an MS SQL database with a database

NOTE: If you prefer working with an ORACLE Database, make sure to have similar data

(database, database user, password, owner of the schema) available during the installation of
Archive Manager Exchange Edition.

Hardware requirements

The minimal configuration:
1 Intel P4 2 GHz processor
1 2GBRAM

Recommended configuration:
1 Dual Xeon
1 4 GBRAM

The application, log files and cache folders require 10 GB of HDD space. The space for the
database and the file store must be calculated from the amount of the messages.

Software requirements

Archive Manager Exchange Edition can be installed on:

T Windows 2003 / 2008 (R2), 64-bit version

 Windows 2003 / 2008, 32-bit versions
NOTE: Incaseof Wind ows Server 2008, check the AStatic
Manager -> Server Roles-> Web Server (11S) -> Role Services.
NOTE: Windows 2000 operating system is not supported because in organizations where
Exchange 2010 is installed Active Directory must be at Windows Server 2003 forest
functionality mode or higher.
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Exchange 2010 requirements

Archive Manager Exchange Edition supports archiving from Exchange 2010 Server. However
the following prerequisites must be met:
1 Exchange Server 2010 SP1 or SP2
1 Public Folder database i it is necessary to have a Public Folder database in the
organization because the Organization Forms Library resides in the System Folders
(which is part of public folders) and the Organizational Forms Library is necessary to
ensure the transparent access to archived emails from Outlook s ee t he ACr eat
mounting a Public Folder databased and fi C
databased section

Pre-installation tasks

In this part we will describe which pre-installation steps should be taken in order to prepare all
that is needed for installing Archive Manager Exchange Edition correctly.

Before installing Archive Manager you need to:
1 Create database(s) with a database user (owner of the table) so that they are available
when installing Archive Manager (Creation of a database with a database user in MS

SQL 2005/ 2008 i s de sicCreating @ MS rsQLAdAtabdse wiith @ m
dat abas)p usero

i Create a super-user account (seethe secti omseirSupas well as
ACreatingsersapeonpunt o and ACreatuisegoa; mai |

1 In case of Windows Server 2003, you need to install the latest version of MDAC on the
Archive Manager Server computer (see the secti o n  ArdhlveeManagerSer ver 0)
NOTE: MDAC must be installed on every computer (Windows Server 2003)
communicating with the database.

1 In case that you will be using ORACLE database, you need to install on the Archive
Manager Server computer the ORACLEDat a Provide for . NET (s
Archive ManagerSer ver 0)

1 Install Outlook 2003 or higher on your Archive Manager server (see the sectionfi T h e
Archive ManagerSer ver 0) ;

1 Make sure to install 1IS. In the case that Archive Manager will be running on an:
a) MS Windows Server 2008 (R2) then follow the steps as described in the section
Al nstallation of Sene2008(R2)a MS Wi ndows
b) MS Windows 2003 Server (or on Windows 2003 Server with SP1, or on Windows
2003 Server with SP2) then follow the steps as described in the section
Al nstallation of 1 1'S on a MS Windows 2003

IMPORTANT NOTE: If you plan to install Archive Manager Exchange Edition on a
server with Microsoft CRM or SharePoint, you have to manually configure Archive
Manager web applications. It is necessary, because these applications are overtaking
port 80 in 1IS. Archive Manager needs port 80 free, otherwise it will not be able to
retrieve archived data to the users. For more information on how to configure Archive
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Manager web applicat i ons i n s uc bArclive Manager £ecleange Bdiioni
Configuration on the secondary Websited mali

1 Install .NET Framework 2.0 SP2 or higher (see the sectoniil nst al |l ati on o
Framework 2.0 SP20 ) ;

1 Assign administrator rights on the Archive Manager Server to the super-user (see the
section MAAssigning admi Ruses overahe Archive Magmdgéers t c
Server o) ;

1 Manage super-user rights with ADSI Edittool ( s e e t h e Assigningtrights io thi@
super-user over the Configuration Containero ) ;

T Grant the super-user permissions in MS Exchange Server (see the section fiGranting
the super-user permissionsinMS Exchange Servero);

1 Grant the super-user impersonation permissions in Exchange Server (see the section

AGrantiwgrsudpnprer sonation permission in the
NOTE: These permissions are necessary only if you plan to access archived emails via
OWA.

T Assign DCOM rights (see the section HnAAssSI (
Server (with SP1 or SP2) oronWindows 2008 Server o) ;

T Create a Public folder database on the MS E
and mounting a Public folder databaseo);

1 Create the Organizational forms library (folder) on the MS Exchange Server (see the
secioni Cr eat Ongani a@ati onal dormel Il i Bsathe sect
| anguage for ?9he forms foldero

1  Assign owner rights to the super-user over the Organizational forms library on the MS
Exchange Server (see the section i As s i gwnér nigits to the super-user over the
Organizational Forms | ibraryo);

T When you are done with install at ithesuper-upelt e as ¢
as well (see the section fEnterprise Manager i Initial Configurationo )

Also, attached is a check-list (see the section i Addema) specifying which
collect before installing Archive Manager. For successful installation, we recommend going
through that list first.

IMPORTANT NOTE: Automated archiving is designed for groups. It is therefore crucial to have
Active Directory groups synchronized with Archive Manager, or at least to create new Archive
Manager groups using the Addressbook Manager or the Initial Configuration wizard (see the
section @A ENt e ripnitial LenfigMationa pire Archive Manager, jobs (automated
archiving) apply to groups. Mailboxes not included in any group can be archived manually only.
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Pre-installation tasks

Super-user

Another important thing for the administrator to do before installing Archive Manager is to create

an account with a mailbox under which Archive Manager will be running. This can be done
simply by adding a new user in Active Directory Users and Computers. Give that account a
relevant name i throughout this manual we will call this account a super-user account, and will

be referred to as the srv_exchange user (see the next S e-wséri on
account o) .

Why is this super-user necessary? Because at archiving, emails and their attachments are
taken from your MS Exchange server and they are placed in the HSM storage, which is another,
cheaper, location. Only a shortcut is left behind on the MS Exchange server. This means that
the original email and its attachments are replaced with a shortcut. The services that do this
replacing process run under this super-user account. That is why this account must be given
certain additional rights on your MS Exchange Server.

This super-user must be added to the local administrators of your Archive Manager Server. As
mentioned above, this super-user account must be given permissions to mailboxes on your
Exchange Server. Those permissions as well as owner rights must be given, in order to enable
the archiving process. Later we will describe how to assign permissions over the mailboxes to
the super-user.

IMPORTANT NOTE: You need to create a super-user account with a mailbox and with all
additional rights, which will be described later, before running the installation of Archive
Manager, since you will be asked for its name and password when running the Archive
Manager Setup. Please keep in mind that the password of this super-user must not be
blank!

Creating a super-user account

Note that it may take some time for the super-user account to be registered in Active Directory
Users and Computers. The account cannot be used until the registration is complete. The
length of the delay depends on how Exchange Server is set up to replicate recipient
information.

To create the super-user account:

1. Click Start /Programs /Administrative Tools /Active Directory Users and
Computers.

2. In the left pane of the Active Directory Users and Computers window, double-click
the container where you want to create the srv_exchange account.

3. Click the Action menu, click New, and then User. The New Object i User window is
displayed.

4. Complete the New Object i User window (enter srv_exchange) and click Next.

5. In the next window select the Password never expires check box. Enter a
password in the Password text-box and confirm it in the Confirm password text-
box.

NOTE: The password cannot be blank!
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Leave the remaining checkboxes clear:
User must change password at logon
User cannot change password
Account is disabled

Click Next to move to the next screen.
6. Click Finish to create the new user.

Creating a mailbox for the super-user

As mentioned before the super-user account has to be an account with a mailbox. In the
following lines we describe the process of creating a mailbox for this super-user.

1. On your MS Exchange server open the Exchange Management Console from
Start / Programs / Microsoft Exchange Server 2010 / Exchange Management
Console.

2. In the left pane of the Exchange Management Console window select the
Recipient Configuration node.

=lolx|

File  Action \View Help
L Al

|38 Microsoft Exchange = Recipient Configuration - Entire Forest e | Actions
B 5 Microsoft Exchange On-Premises (4

o fi e e
s8] Organization Configuration ? Create Filter FReameEnt Conngurabon
= server Canfiguration T | T | 5 T : Modify Recipient Scope...
e " - ias rganizational Uni
= Redipient Configuration | ispay Name ganizationa’
& Maibox @ admiristrator Administrator exdemo.localUsers E Modify the Maximum Number of Recpients to...
£, Distribution Group feADiscovery Search Malbox  DiscoverySearchMaiboxf...  exdemo.local/Users @ Find...
[Z5] Mail Contact Fpeter peter exdemo.local/Users )
Disconnected Maibox @sca sce exdemo.local/lsers e Mew Mailbox...
4 Move Request @srv_exchanga srv_exchange exdemo.local/lsers [x BJ Mew Mail Contact...
58 Toolbox B test test exdemo.local/Users % e Ml User...
Fauseron1 userdl exdemo.local/Users
B zsolt zsolt exdemo.local/Users 42, New Distribution Group...
% Mew Dynamic Distribution Group...
|5 ExportList...
View »
|| Refresh
Help
(i@ Enable Archive
L} Disable -
Ft Remove

UIE Enable Unified Messaging. ..
@ New Local Move Request...
4 | _,I 4 | LI .$ Mew Remote Move Request... ;I

3. In the right pane click on the New Mailbox.
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Exchange Management Console

File Acton View Help

&= 2m Hm

] icrosoft Exchange = Recipient Configuration - Entire Forest e | | Actions
Bl g Microsoft Exchange On-Premises (4 o .
5 = Recipient Configuration
|52 Organization Configuration ? Create Filter -
g Server Configuration — I = | = —— : Modify Recipient Scope...
T —— isplay Mame = ias rganizational Uni
= Redpient Configuration . )
@3 Maibox @3 administrator Administrator exdemo.local Users L Modify the Maximum Numbe
&:% Distribution Group p;piDisco\rery Search Mailbox  DiscoverySearchMailbox{...  exdemo.localUsers @ Find...
] Mail Contact @peter peter exdemo.local/Users
3 ) ; L g Mew Mailbgy,..
Disconnected Mailbox @sce sCe exdeme.local/Users == T
4 Move Request s@srv_&xchange srv_exchange exdemo. local Users [ 3J Mew Mail Contact...
=80 Toolbox Ftest test exdema.local Users P

4. New mailbox window pops up. Select the User mailbox radio button and click Next.

al New Mailbox
[ Introduction Introduction
This wizard will guida you thraugh the steps for creating a new mailbax, rezource mailbax,
[ User Type : ) : : S
linked mailbox and mail-enabling an existing user.
[ Mews b ailbax
) Completion

Thiz mailbox iz owned by a uzer to send and receive meszages. Thiz mailbox cannat be
uzed for rezource scheduling.

¢ Foom Maibox

The room mailbox is for room scheduling and is not owned by a user. The user account
associated with resource mailbox will be disabled.

 Equipment M ailbox

The equipment mailbax iz for equipment scheduling and is not owned by & uzer. The
user account associated with the resource mailbox will be dizabled.
 Linked Mailhox

Linked mailboy iz the name for a mailbax that iz accessed by a security principal [uzer] in
a separate, tusted forest.

Help | < Back | Mext » I Cancel |

5. In the next window switch to the Existing user radio button. Click Add and locate
your super-user. Then click OK.
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L | 1 New Mailbox
A introduction User Type
You can create a new user or select existing users for whom you want to create new
B User Typs mailboxes.
Bticwilak ax Create mailboxes for:
| Completion ™ New user
¥ Existing users:
Add. [,
#% Select User - exfispt.local
o I o P!
|: File  Wiew  Scope
Search: Find Mow  Clear
Mame = | Organizational Lnit |
_3_3 IUSR_WME=FISPTO1 exfispt local/sers
_a_J [tafésh_WRERFISPT O exfizpt.local/Users
_a_, #Y_03%_app exfizpt.local/Servicelzers
.}_, #v_oss_farm exfizpt.local/Servicelsers
_3_, av_03s_zearch exfizpt local/Servicellsers
_3_3 arv_oss_shared exfispt local/Servicelsers
] change exfispt.[ocal/Servi 215
( oK F |) Cancel |
1 object(s) selected. 7 object(s) found, .:
Help | < Back I | Mext = I Cancel |
6. Click Next.

7. Inthe Mailbox Settings window enter the alias for the mailbox user and click Next.
8. Click New to create the mailbox for the super-user. Then click Finish.

The Archive Manager Server

If you are using Windows Server 2003, you need to install the latest version of MDAC (MDAC
2.8 is recommended). NOTE: MDAC must be installed on every computer (Windows Server
2003) communicating with the database.

Further, if you are using an ORACLE database, you need to install the ORACLE Data Provider
for .NET (available on ORACLE install CD).

Outlook
Your Archive Manager Server will communicate with your MS Exchange Server via MAPI. To
provide your Archive Manager server with MAPI, install Outlook 2010 (32bit) / 2007 / 2003 on
the Archive Manager server (32bit and 64bit OS) 7 full UNICODE compatibility.

NOTE: Archive Manager and Exchange server must be separate machines.

Installation of IIS on MS Windows Server 2008 (R2)

Let's say your archiving software is running on a MS Windows Server 2008 (R2). Then you
need to install Internet Information Services (IIS). Upon installation of Internet Information
Services (11S) you need to enable Active Server Pages as well as ASP.NET 2.0.
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To install Internet Information Services (11S):

1. Click Start /Settings /Control Panel /Administrative Tools and select Server

Manager.

2. Click on the Roles node. Click on Add Roles link on the right pane.

E,. Server Manager

ol x|
File Acton View Help
R e A el sl

% Server Manager (VMSUPWIN2KS) B85S

P

Features \ .

Diagnostics ®. zew the health of the roles installed on your server and add or remove roles and

5 3 atures.
&t Configuration
{=3 Storage
(~) Roles Summary ﬂ Roles Summary Help
(~) Roles: 0 of 17installed
3= Remove Roles
¥ LastRefresh: 8/14/2009 1:17:14PM Configure refresh
3. Select the Web Server (11S) role. Click Next.
Add Roles Wizard x|

Select one or more roles to install on this server.
Roles:

Description:

] Active Directory Certificate Services

D Active Directory Domain Services

|:] Active Directory Federation Services

["] Active Directory Lightweight Directory Services
["] Active Directory Rights Management Services
["] Application Server

["] DHCP Server

["] DNS Server

[] Fax Server

[] File Services

["] Network Policy and Access Services

[] Print Services

[ Terminal Services

[] uDDI Services

Web Server (IIS)
[] windows Deployment Services
["] windows Server Update Services

More about server roles

<previous |[ mext> | s

Web Server (1IS) provides a reliable,
manageable, and scalable Web
applicationinfrastructure.
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4. Leave the default role services selected, plus select following: ASP.NET, Static

Content and Windows Authentication. Click Next.

Add Roles Wizard

Select the role services to install for Web Server (I1S):
Role services:

Add Roles Wizard

= (@ web Server

= [E Common HTTP Featt
[V] static Content
V| Default Documet

Role Services

Progress [V] Directory Browsi
Reaits [V] HTTP Errors Before You Begin Select the role services to install for Web Server (I1S):
[] HTTP Redirectiol  Server Roles Role services: Description:
Web Server (1) O @ Security :1 1156 Metabase Compatibility provides

= [E Application Developr
{lv] AsP.NET
V| .NET Extensibilit

[] Basic Authentication

infrastructure to query and configure
the metabase so that you can run
oy < df

andscripts mig:

[ ase V| Windows Authentication
- Digest Authentication

[] Client Certificate Mapping Authentication

Progress

[] 11S Client Certificate Mapping Authentication
[] URL Authorization
[V] Request Filtering
[] 1P and Domain Restrictions
= [@ Performance

[V] static Content Compression
[] Dynamic Content Compression

= @ Management Tools

Results

earlier versions of IIS that use Admin
Base Object (ABO) or Active Directory
Service Interface (ADSI) APIs.

5. Click Install to begin installation of IIS. Finally click on Close to exit.

Add Roles Wizard

ﬁi Confirm Installation Selections

Before You Begin
Server Roles
Web Server (IIS)

To install the following roles, role services, or features, dick Install.
@ 2 informational messages below

Role Services @ This server might need to be restarted after the installation completes.

Confirmation ~! Web Server (IIS)

Progress
CPU usage
Web Server
Common HTTP Features

Static Content
Default Document
Directory Browsing
HTTP Errors

Application Development
ASP.NET

.NET Extensibility
ISAPI Extensions
ISAPI Filters
Health and Diagnostics
HTTP Logging
Request Monitor
Security

Windnwe Anthentication

Results

Print, e-mail, or save this information

Next > l Install I

< Previous I

® Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

|»

cancel |

Upon installation of Internet Information Services (IIS) you need to enable Web Service

Extensions ASP.NET v2.0. Follow these steps:

1. Click Start /Settings /Control Panel /Administrative

Tools /Internet

Information Services (IIS) Manager. Select server node and open the ISAPI

and CGI Restrictions feature.
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-Ioix]
@_@ | €5 » wmsuPwNze > &~ @ -
File View Help
T @91 VMSUPWIN2K8 Home e —
e&' ll:‘ | |& # Open Feature
&5 Start Page =
- €5 VMSUPWINKS (SUP\Administrat | CrouPDY: Area < E- | Momage oo
-~ | 2 Restart
P Start
D 9 o g
Authentication Compression Default Directory 0.5 N
Document Browsing View Sites
- @ =
Error Pages Handler 1SA
Mappings Respo... Restrictions
O 8 =
il 7R =
ISAPI Filters Logging MIME Types Modules
[ ) (3
P W &
Output Server Worker |
J | o [restwesven], - conentven
Ready &G

2. Check if ASP.NET v2.0 ISAPI extension is installed and allowed.

e
@—@ [ €5 » wmsuPwINZE » & @ -
File View Help
- @) ISAPI and CGI Restrictions e
- i | | & 2 (i) The CGI module is not installed.
G5 StartPage You can specify CGI
: oz Use this feature to specify the ISAPI and CGI extensions that applications that are allowed to
=15 VMSUPWIN2KS (SUP\Administrat o ihe Webs‘:n,z. run, but they will not be able to
2} Application Pools run until the CGI module is
Group by: No Grouping - installed.
ASP.NET v2.0.50727 Allowed %owindir % \Microd
Deny
Edit...
x Remove
Edit Feature Settings...
@ Hep
Online Help
< | i
‘ i e
Configuration: ‘localhost’ applicationHost.config €.
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Installation of IS on MS Windows 2003 Server

Let's say your Archive Manager is running on a MS Windows 2003 Server. Then you need to
install Internet Information Services (11S). Upon installation of Internet Information Services (1IS)

you need to enable Web Service Extensions ASP.NET v2.0.

To install Internet Information Services (11S):

1. Click Start /Settings /Control Panel /Add or Remove programs.
2. Click on the Add/Remove Windows Components button.

ﬁ' Microsoft Exchange

B Microsoft S0 Server 2000
ﬁ! Remote Administration Tools

WMware Tools

ﬁ! Windows Server 2003 Hotfix -
ﬂ Windows Server 2003 Hotfix -
ﬁ' Windows Server 2003 HotFix -
ﬁl Windows Server 2003 Hotfix -
50 windows Server 2003 Hotfix -
i Windows Server 2003 HotFix -

5 windows Server 2003 Hatfix

 Add or Remove Programs

?’ Microsoft \MET Framework 1.1 -- Device Update 2.0

ﬂ Microsoft Data Access Components KB370669

E_‘, Micrasoft OFfice Professional Edition 2003

H Toktal Commander {Remove or Repair)

e Windows Media Player Hotfix [See Q28026 For mare infarmation]

KE 519696
KE B23182
KB B23353
KE 523559
KB 524105
KE 524141
KB 824151

Ol =l
Jark by: IName vl

Size 0.22MB

Size  17.74MB
Size  198.00M8
Size  93.27MB
Size  4.63MB
Size  L73ME
Size 11,2908
Size  2.91MB

3. In the Windows Components Wizard window make sure not to select the Application
Server check-box, just move to that item in the list. Then click on the Details button.
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Windows Components Wizard

Windows Components
Y'ou can add or remove components of YWindows.,

To add or remove a component, click the checkbox & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

LComponents:

Acceszories and Utiliies 45MEB &)
‘M § Application Server 24 6 MB
[ [88 Certificate Services 1.4 MB

[] ™1 E-mail Services 1.1 MB

[ ¢4 Fax Serres 22N KR ;I

Descriphon: Includes ASP.MET . Intemet Information Services (115]. and the
Application Server Conzole.

Total dizk zpace required: 35 MB Details |
1712.9 MB —

Space available on disk:

< Back I Mest » I Cancel | Helg |

4. Inthe Application Server window select the ASP.NET check-box.
By selecting ASP.NET, both components, i.e. Internet Information Services (lIS) as
well as Enable network COM+ access are selected automatically.
Click OK.

Application Server x|

To add or remove a component, click the check box 4 shaded box means that anly part
of the component will be instaled. To zee what's included in a component, click Details.

Subcomponents of Application Server:

Bﬁ Application Server Conzole 0.0mME ;I
: 0.0 ME

@ Enahble netwaork, COM+ access

O @ Enable network, DTC access 0.0 B
%Internet |nformation Services [115] 18.1 MB
[] = Meszage Queuing E.5 ME

Dezcription:  Allows this computer to run A5P.MET applications.

Total dizk zpace required: 29 B Details, |
Space avalable on disk: 11715.2 ME
OF. I Cancel |

5. In the Windows Components Wizard window click on the Next button and complete
the installation.
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Windows Components Wizard |

Windows Components
Y'ou can add or remove components af Windows,

To add or remove & component, click the checkbox, & shaded box means that only
part of the companent will be installed. To see what's included in a component, click
Detailz.

Components:

Accessaries and Utilities 45 ME

Application Server 24.6 MB

[ [EA Cerlificate Services 1.4 MB
[ ™ E-mail Services 1.1 ME
[] ¢4 Fax Servires 22N MR LI

Dezcrption: Includes ASP.MET ., Internet Information Services [[15], and the
Application Server Conzole,

Total disk space required: 29MBE
Space available on digk: 11712.4 MB

< Back Mext » | Cancel | Help |

Upon installation of Internet Information Services (IIS) you need to enable Web Service
Extensions ASP.NET v2.0. Follow these steps:
1. Click Start /Settings /Control Panel /Administrative Tools /Internet
Information Services (1I1S) Manager.

2. Unfold the tree-structure down to the Web Service Extensions node. Make sure
to allow to allow ASP.NET 2.0.

t Internet Information Services (I1S) Manager - |EI|5|

¥g Fle Action Yiew Window Help | =& =]
e EEEREETE N
-F.'Q Internet Information Services £ | Web Service Extension | Skatus |
(=58 YMADEMO (lacal computer) “F Al Unknawn CGI Extensians Prohibited
- Application Pools “F al Unknown 154PT Extensions Prahibited
_--J Web SItES. _ ] Active Server Pages Prohibited
“_ ) Web Service Extensions %] ASP.MNET v1.1.4322 Prohibitad
SR MET v2,0.50727 Allowed
Q Internet Data Connector Allowwed
% Microsoft Exchange Server Allowed
% Server Side Includes Allowed
% WebDay Allowed
Extended , Standard f
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Installation of the .NET Framework 2.0 SP2 or higher

Since Archive Manager is built on .NET Technology, the installation of .NET Framework 2.0
SP2 or higher is required. You can download .NET Framework 2.0 SP2 from the following link:

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=5b2c0358-915b-
4eb5-9b1d-10e506da9dof

The link above contains the 32bit (NetFx20SP2_x86.exe) and also the 64bit
(NetFx20SP2_x64.exe) framework. Please install the version depending on your operating
system type.

We recommend updating to .NET Framework 2.0 SP2 before installing Archive Manager.

Assigning administrator rights to the super-user over the Archive Manager
Server

We have already created asuper-u s er domain account -0see AC€Creaht
Now you need to assign to it local administrator rights on your Archive Manager server
computer. In case that the Archive Manager Server will NOT be running on the Domain
Controller, follow the steps described in a). In case that Archive Manager Server will be running

on the Domain Controller, follow the steps described in b).

a) Assigning local administrator rights to the super-user (not on the Domain

Controller)

Assume that Archive Manager will not be running on the Domain Controller. Then you
need to assign local administrator rights to the super-user on the Archive Manager
Server computer.

To assign local administrator rights to the super-user (srv_exchange) on the Archive
Manager server computer:
1. On the intended Archive Manager Server computer right-click My Computer
and, in the context menu, select Manage.
2. Double-click the Local Users and Groups folder to expand it.
3. Double-click the Groups folder.
4. In the right pane right-click Administrators and, in the context menu, select
Properties. The Administrators Properties window opens.
5. Click the Add button.
6. Enter srv_exchange in the text box and click OK.
7. Confirm by clicking Apply and OK.

NOTE: This super-user account must not be a domain administrator.

b) Assigning local administrator rights to the super-user (on the Domain Controller)

Assume that the Archive Manager will be running on the Domain Controller. Then to
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assign it the local administrator rights:

1.

L Sl

N

On the Archive Manager Server open the Active Directory Users and
Computers (click Start \Administrative tools \Active Directory Users and
Computers).

Locate the super-user account (srv_exchange) in your Active Directory. You
can simply right-click the domain node and search for it using the Find icon in
the toolbar.

Right-click svr_exchange and in its context menu select Properties.

In the svr_exchange Properties window click the Member of tab.

Click the Add button to open the Select groups window.

In the Select groups window make sure to insert your domain name in the
From this Location box.

In the Enter the object name to select text box write Administrators and
click the Check Names button.

Click OK. Click Apply and then OK.

Assigning rights to the super-user over the Configuration Container

We have to grant the super-u s er Read per mi ssi on over t he

container recursively. There are more ways to grant this permission, one way is to use ADSI
Editor (which is part of the Windows Support Tools). We will demonstrate how to grant the
necessary permissions using ADSI Editor.

NOTE: These permissions are required to read the list of Exchange servers and Information
Stores of the organization.

If you run MMC on a domain controller you will find the ADSI Edit tool. On other machines (like
MS Exchange or others) this tool may not be present in the MMC snap in console. In that case
the ADSIEDIT.MSC tool can be freely downloaded from the following link where you can find a
good knowledgebase about this tool as well:

http://www.computerperformance.co.uk/w2k3/utilities/adsi edit.htm#Download ADSI| Edit

After downloading and saving it e.g. on your Exchange Server, it is necessary to register the
adsiedit.dll via the regsv32, otherwise it will not be possible to run this tool, even if it is copied
under windows\system32.

To configure super-user rights over Configuration Container:
1. Open t hebyilitkMdSiart / Run.

Run 2| x|

— Twpe the name of a program, Folder, document, or
e Internet resource, and Windows will open it For wau,

Cipen: j

Ok I Cancel I Browse. ., |
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2. Console dialog opens. To add ADSI (Active Directory Services Interface) Edit,
click File / AddRemove Snap-in.

o

File Action Yiew Favorites  Window  Help
Ty Zhrl+1
Qpern. ., Chrl+0
Save Chrl+3 =10l x|
Save 4s...

Snap-in. .. There are no ikems to show in Ehis view,

=

Add/Remoy
Opkions. ..

1 CYWINDOWSS, . \comprgmt. msc
2 CYWINDOWSY, \services. msc

3 CWINDOWS ) syskem32dsa. mse
4 CUWINDCWS, S Inetsediis, msc

Exit

|.ﬁ.|:||:|s or removes individual snap-ins.

3. In the pop-up window click Add. Select ADSI Edit in the pop-up Shap-in list

and click Add again. Then click OK.

Add/Remove Snap-in

Standalone I Extensions I

2=

Uze this page to add or remaove a standalone Snap-in from the conzole.

-

Snap-ine added to: Ia Conzole Roat

Add Standalone Snap-in 2xl
Awailable Standalone Snap-ins:
Snhap-in | Wendor | -
':ﬁ.NET Framework 1.1 Configuration Microzoft Corporation
61@.-Buctive Directary Domaing and Trugts  Microsoft Corparation =
@Active Directary Sites and Services  Microsoft Corparation
@Active Directory Users and Comput...  Microsoft Corporation
gﬁlActiveX Contral Microzoft Corparation
Microsoft Corparation
Authorization b anager Microzoft Corporation
 Descigti Certifizate Templates Microzoft Corparation
ezcnption . . .
EP Certificates Microzoft Corparation
@3 Cerlification Authority Microzoft Corporation LI
-
— Description
A low level Active Directory Services Interface editar.
Add.. Bemove About... |
ak | Cz
Add Cloze
Ly 1
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4. The ASDI Edit will be added to the Console root. Right-click it and select
Connect to to define the connection settings.

i Consolel _|O] =
i

File  Action  Wiew  Favorites  Window  Help

- | Bm PR @2

"Hi Console Root',ADSI Edit _ (0] x]
D Console Root Ir\lame—'mistinguished Mare
|

There are no items to show in this view,

My

Wiew »
Mew Window From Here

Mew Taskpad Wiew, ..

Refresh
Export List. ..

Help

Connect ko an LDAP path | &

5. New dialog pops-up. In the Select a well known Naming Context dropdown
box select Configuration and click OK.

‘Ui Consolel - 0] x
¥

File  Action  View  Favaribes  Window  Help
&5 Em DB x

't Console Root!,ADSI Edit[IICLCHN o

[_1 Console Root -
@ ADSI Edit Path: I LD fvmxdemo. xdemo, localfDomain

[ Connection Point
" Seleck or bype a Distinguished Mame or Naming Context:

| =

&+ Select a well known Maming Contesxt:

Darnain j

Crornain

RookD3E

Schema
" SETECt o bype & domain oF Server:

| =

%' Default (Domain or server that vou logged in ko)

—Comp

Advanced. .. | Ok I Cancel |
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6. Now you will set the super-user permissions over Configuration container.
Back in the Console window, unfold the ADSI Edit down to the
CN=Configuration container. Right-click the CN=Configuration node and
select Properties.

A olx

File  Ackion  Wiew Fawvarites  Window  Help

e« | B@m BB 2

'ifii Console Root', ADSI Edit =]
D Cansole Roaok I Mame I Class | Diskinguished Mame
=- @ B Configuration [vrxdemo,xde...  configuration
Bl a Configuration [vmxdemo,xder
-] [ onfiguratise DCSyT
Mew 3

Mew Window From Here

Renarne
Refresh

by

Help

4| | KN | 2

|O|:uens property sheet For the current selection, | S

7. On the Security tab of the Properties window, click Add to add the super-
user.

CN=Configuration,DC =XDEMO,DC=LOCAL Properties ed |

Attribute E dito

GI’DUD Or USEr names:

ﬁ Authenticated U sers
ﬁ Dramain Admins [=0E MOS0 omain Adminz)

ﬁ Enterprze Adming XDEMONEnterprize Admins]

ﬁENTEHF‘HISE DorAIM COMTROLLERS LI

" ' : ' i

Add... Bemove |

Fermizzions for Administrators Alloes Deny

ry

Full Contral

Fead

Winite

Create Al Child Objects
Delete Al Child Objects
Manage Replication Topalogy

BO0O0OOoa
OoOoooo

O
For special permissions or for advanced settings, e |
click Advanced. =

oK I Cancel | Lpply |
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8. When the super-user is added, locate it in the list view and click Advanced.

CN=Configuration,DC=XDEMO0,DC=LOCAL Prope

asttribute Editor - Security |

Group or uger names:

ﬁ Authenticated Users

ﬁ Dromain Adminz (<0 EMOND omain Adming]

ﬁ Enterprize Adming [<DEMOMEnterprise Adminz)
W ChTEEPEICE DO b CORMTEOLLERS

DEMO.LOCAL)

y_exchange [srv_exchang

Add... | Remove |

[

Permizzions for srv_exchange Aillow Deny

Full Contral

Read

Wirike

Create All Child Objects
Delete All Child Objects

M anage Replication Topology

OO00x O
OoOoOoooo

For special permizsionz or for advanced settings,
click Advanced.

2 x|

| .-f‘«dxanéed |

ok ]

Cancel | Spply

9. Locate the super-user. You can see that the permissions do not apply to child
objects. To apply the permissions to child objects as well, click Edit.

Advanced Security Settings for Configuration

Fermissians |Auditing| Dwnell Effective Permissionsl

To wiew more information about zpecial permizzions, select a pemission entry, and then click Edit.

Permizzion entries:

21|

Type | Mame | Permizzion | Inherited From | Apply To | -

Aillow Authenticated Users Special <ot inherteds Thiz abject anly

Aillow Domain Adming (<0, Special <not inherted: Child objects only

Allows  Erkerprize Admin ... Full Control <t inherited:

2 [l s1v_exch, ang | .. Read <not inherited: Thi il

Allaw SYSTEM Full Contral <riot inherited:> Iz object only b

Aillow Adrministrators (<DE...  Replicating Dire...  <not inherted> Thiz abject anly

Allow Administrators (<DE...  Manage Beplic...  <not inherted: Thiz object anly

Allaw Administrators (<DE...  Replication Spn...  <not inherited: Thiz object only LI
Add..

| ! Edit... E !! Bemove

To replace all permission entries with the default settings, click Default.

Leart more about access contral.

Drefault |

Ok | Cancel |

Apply |
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10. Inthe Applyontod r o p d o wn b This olgeetlaedcchild dbjectso .

Permission Entry for Configuration ed |

Obiject | Properties I

Marme: Iange [erv_ewxchangeE=DEMO LOCAL) Change... |

N s ANy 0 T iz object and all child obj

Permizsions: Allaw Deny

Full Catibral

List Contents
Fiead &l Properties
winke Al Properties
Delete

Delete Subtree

Fead Permizsions
Modify Permizsions
Modify Dwrer

Al alidated YWwiites

Al Extended Rights
Create All Child Objects

| T PO T N |l P P I | S j
r Apply these permizsions to objects and/or Clear Al |

containers within thiz container only

0K I Cancel |

100000800080
loO0OoOoOooooooon

11. Click OK, then Apply.
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Granting the super-user permissions in MS Exchange Server

Archive Manager Exchange Edition requires that the super-user be granted some administrative
permissions and access to the mailboxes which will be archived. In Exchange 2010, the super-

user must be assignedt h e AOnly ©rganization Managementd r ol e . This ens.i
mailboxes and public folders can be accessed using the required administrative privileges.
Further,the access to the mailboxes is granted by

super-user. This can be achieved on mailbox level or on database level (Exchange Information
Store). In this document we demonstrate the right assignment on the database level.

Exchange Server 2010 uses client throttling policies to track the bandwidth that each user
consumes and enforce bandwidth limits as necessary. Archive Manager needs more resources
than the allowed limit, therefore the throttling policy must be changed for the super-user.

Summary of tasks:
I.  Assign super-user (srv_exchange) t h ¥iewAOnly Organization Managementd r o | e
[I.  Assign super-user (srv_exchange)t he A Publ i c Fol der Managemen
lll.  Grant super-user (srv_exchange) permissions to all mailboxes
IV.  Change client throttling for super-user (srv_exchange)

Summary of cmdlets which carry out the above mentioned tasks:
Add- RoleGroupMember i Identity "View - Only Organization Management" - Member
"srv_exch ange"

Add- RoleGroupMember i Identity "Public Folder Management" - Member "srv_exchange"
Get - MailboxDatabase | Add - ADPermission - User "srv_exchange" - AccessRights
ExtendedRight T ExtendedRights Receive - As, ms - Exch- Store - Admin - InheritanceType
‘All

New Thro ttlingPolicy MAM4Exchange

Set - ThrottlingPolicy MAM4Exchange - RCAMaxConcurrency $null - RCAPercentTimelnAD
$null - RCAPercentTimelnCAS $null - RCAPercentTimelnMailboxRPC $null
Set - Mailbox "srv_exchange" - ThrottlingPolicy MAM4Exchange

Find the detailed description of the process in the following lines.

Add super-user (srv_exchange)t h e AOWly @rganization Managementd r. ol e
1. Run the Exchange Management Shell from Start / Programs / Microsoft
Exchange Server 2010 / Exchange Management Shell.
Run the following cmdlet in PowerShell to assign super-user (srv_exchange)
to the View-Only Organization Management role:

Add- RoleGroupMember 1 Identity "View - Only Organization Management" - Member
"srv_exchange"

l;Fﬁmdﬁm:nﬁnﬂB«a«hlﬂxﬂdennﬂnﬁi

UERBOSE: Connecting to winBB-exchliB.exdemo.local
UERBOSE: Connected to winB8-exchlB.exdemo.local.
[PE]1 C:\Windowsssystem32>Add—RoleGroupMemeber —Identity "Wiew-Only Organization Management! —Member

"zpru_exchange"
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2. Run the cmdlet to assign super-user (srv_exchange) to the Public Folder
Management role:

Add- RoleGroupMember 1 Identity "Public Folder Management" - Member "srv_exchange"

3. Then run the cmdlet to grant srv_exchange permissions to all mailboxes:

Get - MailboxDatabase | Add - ADPermission - User "srv_exchange" - AccessRights
ExtendedRight i ExtendedRights Receive - As, ms - Exch- Store - Admin - InheritanceType
‘All*

IEFkudﬁm:uﬁnﬂBﬂa«hl&exdenmﬂnmﬂ

UERBOSE: Connecting to winB8-exchl@.exdemo.local
UERBOSE: Connected to winB8—exchiB.exdemo.local.
[PE] C:sUWindowsssystemd2 *Add—RoleGroupMemeber —-Identity "“"Public Folder Management'" —Member "srv_exchange"

NOTE: It may take some time until the super-user rights are assigned.

4. Lastly, run the 3 following cmdlets to set the throttling policy for srv_exchange:

New ThrottlingPolicy MAM4Exchange

Set - ThrottlingPolicy MAM4Exchange - RCAMaxConcurrency $null - RCAPercentTimelnAD
$null - RCAPercentTimelnCAS $null - RCAPercentTimelnMailboxRPC $null

Set - Mailbox "srv_exchange" - ThrottlingPolicy MAM4Exchange

Granting super-user impersonation permissions in MS Exchange Server

Super-user must be granted impersonation permissions in Exchange Server just in case that
you plan to access archived emails via OWA. Otherwise these permissions are not necessary.

NOTE: Archive Manager OWA support requires Exchange 2010 Server running the
Windows Server 2008 (64-bit version). To install and configure the OWA extension of Archive
Manager, the Archive Manager Exchange Edition_64bit_Extensions setup has to be
downloaded and installed on Exchange Server (see the il nst al |l ati on of
manual).

Use the PowerShell to grand the super-user Impersonation permissions over all Exchange 2010
Servers in your environment:
1. Run the Exchange Management Shell from Start / Programs / Microsoft
Exchange Server 2010/ Exchange Management Shell.
2. To grant the super-user Impersonation permissions, run the following

command:
New ManagementRoleAssignment i Name "Impersonation - MAM4Exchange" i Role
"Applic ationlmpersonation" iUser #fAsrv_exchangeo
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Assigning DCOM rights on Windows Server 2003 (with SP1 or SP2) or on
Windows Server 2008 (R2)

When installing Archive Manager on a MS Windows Server 2003 (Service Pack 1 or SP2) or
MS Windows Server 2008 (R2), additional DCOM settings need to be taken into consideration.

To set DCOM rights on a MS Windows Server 2003 / 2008 (R2), follow these steps:
1. Right-click My Computer and in the context menu select Manage.
2. In the Computer Management window expand the Local Users and Groups
node and then select the Groups node.

NOTE: If you are installing Archive Manager on a Domain Controller machine,
please note that by managing your computer you will not find the Local users and
Groups node in the Computer Management window. Therefore to locate the
Distributed COM Users group, use the Active Directory Users and Computers
tool. To do so, click Start /Programs /Administrative Tools /Active Directory
Users and Computers and simply search for the Distributed COM Users group
(click on the Action menu and then click Find).

=T
File Action View Help
&5 AH[XE =
j:‘ Rales —I— Groups -
ﬁ_:l Features Mame = Desg’l!:tc-n P
i Diagnostics M administrators Administrators have completle and u... Mare Actions »
=] _';m: Canfiguration _'-h'_, Backup Operators Backup Operators can override secu... o
Task Scheduler M Certificate Service DCO... Members of this group are allowed t... Distributed COM Users -
9 Windaws Firewall with Adv: | 8% Cryptographic Operators  Members are authorized to perform ... More Actions »
% Services Distributed COM Users Members are allowed to launch, acti...
ﬂf‘i WMI Control :k'_, Event Log Readers Members of this group can read eve...
2 & Local Users and Groups M cuests Guests have the same access as me...
7 Users :F!'_, 115 _IUSRS Builtn group used by Internet Infor...
_ | Groups :k'_, Metwork Configuration ... Members in this group can have som...
{23 storage B performance Log Users  Members of this group may schedule. .
:F!'_, Performance Monitor U,..  Members of this group can access p...
B power Users Power Users are induded for badw. ..
_'-h'_, Print Operatars Members can administer domain prin...
M Remote Desktop Users Members in this group are granted t...
:k'_, Replicator Supports file replication in a domain
_'-k'_, Users Users are prevented from making ac...
< [ miw | 2
| | |

3. Double-click the Distributed COM Users group in the right pane to open its
Properties window and then add the super-user (srv_exchange account to this
group:
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Distributed COM Users Properties

General |

‘E Diztributed COM Uszers

tributed COM obje

tivate and us

Description:

Members:

n this machine,

o srv_exchangeyMHDEMO

Add. | Bemove |

o]

Cancel |

Apply |

4. After adding the required account to the Distributed COM Users group you need
to give this group both access and launch permissions on Component

Services.

To do so, run Component Services (click Start /Settings /Control Panel
/Administrative Tools /Component Services).

In the Component Services window expand the Component Services tree
down to Component Services \Computers \My Computer and then right-click
My Computer to open its Properties window.

(%) Component Services =10l =|

. Fle Action View Window Help | ;Iilﬂ
= - a— i

s Al |t AENERERN ? | [ova i ] s ==

[_ Console Root Mame Actions

B C_qmponent Services _|COM+ Applications My Computer -

B [ ] Computers _|DCOM Config
1l Mare Actions 4
- Refresh all components CEEsEs
& Event viewer (L Iransaction Coordinator
S Services (Local) View >

New Window from Here

Export List...

Help

|Opens the properties dialog box for the current selection.

5. Inthe Properties window switch over to the COM Security tab.
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In order to assign the Distributed COM Users group and NETWORK SERVICE
the Access Permissions you need to click on the Edit Default button in the
Access Permissions section.

| General | Options | Default Properties I
Defauit Protocols COMSecuity | msDTC

~ Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions

Caution: Madifying access pemmissions can affect the ability
y, of applications to start, connect, function and./or un

T sscursly.
Edtlmis.. | & EdtDefadt. )

r Launch and Activation Pemissions
You may edit wha is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and.for run securely.

Edit Limits.. Edit Default...

Leam more about setting these properties.

QK | Cancel | Apply |

6. In the Access Permission dialog add the Distributed COM Users group and
the NEWORK SERVICE using the Add button. The Distributed COM Users
group needs both local and remote Access permissions. The NETWORK
SERVICE needs only local Access permissions. Then click OK.

20 20
Default Security | Default Security |
Group or user names: Group or user names:
M Distributed COM Users (WIN-CNTG7YDEB09Distributed C... ‘-73‘ Distributed COM Users (WIN-CNTGTYDEB0S Distributed C...
82 SELF 82 SELF
82, 5YSTEM 82, 5YSTEM
82 NETWORK SERVICE NETWORK SERVICE
Add... | Remaove | Add.. | Remaove |
Pemissions for Distributed COM Pemissions for NETWORK
Users Deny SERVICE Allow Deny
Local Access O Local Access O
Remote Access O Remote Access O O
Leam about access control and permissions Leam about access control and permissions
oK I Cancel | OK I Cancel |

7. Back in the Properties window on the COM Security tab you need to grant
launch permissions. In order to grant the Distributed COM Users group and
NETWORK SERVICE the Launch Permissions you need to click on the Edit
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Default button in the Launch and Activation Permissions section.

| General I Cptions | Default Properties

 Access Permissions

Default Protocols COM Security

MSDTC

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

Caution: Modffying access pemissions can affect the ability
4, of applications to start, connect, function and/or un
T zecurshy.

Edit Limts...

| Edit Defaut... |

r Launch and Activation Permissions

You may edit who is allowed by default to launch applications ar
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation permissions can
I_\ affect the ability of applications to start, connect, function
~ and/for run securely.

Edit Limits... | Edit Defautt... )

Leam more about getting thess properties.

oK | Cancel |

Ay |

8. In the Launch and Activation Permissions dialog add the Distributed COM
Users group and the NETWORK SERVICE using the Add button. The
Distributed COM users group needs both local and remote Launch and

Activation Permissions. The NETWORK SERVICE needs only the local Launch
and Activation Permissions:

Default Security | Default Security |
Group or user names: Group or User names:
M Distributed COM Users (WIN-CNTG7Y06B09\Distributed C Y 82, Distributed COM Users (WIN-CNTG7Y0SB0S Distibuted C| =
42 5YSTEM 82, SYSTEM
82 NETWORK SERVICE
B sv_sucharge & srv_exchangs
Q?I,.kdminisdmtors (WIN-CNTGTY06B09 Administrators) _ILI 82, Administrators [WIN-CNTG7YDEB0S Administrators) _ILI
4 } 4 »
Add.. | Remove | Add.. | Remove |
Permissions for Distributed COM Pemigsions for METWORK
Users Alow Dleny SERVICE Allow Deny
Local Launch O Local Launch a
Remate Launch O Remote Launch a
Local Activation O Local Activation a
Remote Activation O Remote Activation a
Leam about access control and pemissions Leam about access control and pemmissions
oK I Cancel QK I Cancel
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Creating and mounting a Public Folder database

Before creating an Organizational Forms library, which is a system folder stored in public
folders, you must create and mount a Public Folder database.

NOTE: You can skip this step if you already have the Public Folder database created. In that

case proceed with the chapters fAGrbeatriymdg an Or g:

To create and mount a Public Folder database:
1. Run the Exchange Management Console from Start / Programs / Microsoft Exchange
Server 2010 / Exchange Management Console.

2. Inthe console tree, navigate to Organization Configuration > Mailbox. In the action pane,
click New Public Folder Database.

File  Action ‘Wiew Help

€= #=HE

(1 Microsaft Exchange B Mailbox 2 ohjects | Actions
[l {5 Microsoft Exchange Cn-Premises|(h i = I - ; - = = dd = ! -
[ |s% Organization Canfiguration Address Lists Retention Policy Tags Retention Policies I CFfline Address Bool I
5 & [T Database Management Database Availability Groups I Sharing Palicies & Mew Maibox Database. ..
'E‘:.J Ll Arcess I Create Fiker ¢ Mew Public Folder Database.
| Hub Transport M
s Urified Messaging MName = | Mourted | servers | Mount [ Mew Database Availabiity Grimd. .,
;I Server Canfiguration ki Mailboxes Maunted HSBEX20100C HSBE! || 2 Mew Sharing olicy...
£, Recipient Configuration
=8 Toolbox 10 Mew Address List...
73:!, Mew Retention Policy Tag...
& Port from Managed Folder ko Ta...
4 | | _’I 7% Mew Retention Policy...
) 13l Mew Offline Address Book,..
s Mailboxes 1 object
= Export List...
Database Copies

3. On the Introduction page, complete the following fields:

o Public folder database name Use this box to type the name of the new public folder
database.

o Server name This box lets you specify where to create the public folder database. To
specify a location click Browse to open the Select Mailbox Server dialog box. Use this

dialog box to select the server where you want to create the public folder database, and
then click OK.
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Mew Public Folder Databhase |

MNew Public Folder Database

[ Introduction Inltrm.:lut:liun _
Thiz wizard creates a public falder databaze.
1 Set Path
= raE Public folder database name:
Mew Public Folder IF'uI:uIiu: Folder Database
= Database
1 Complation Server name:

[HSBEXz0100C

4. Onthe Set Paths page, complete the following fields:

o Database file path This box is automatically populated with the default path to the
database file. To specify a different location or file name, type the location in the box.

o Log folder path This box is automatically populated with the default path to the
database log files. To specify a different location, type the location in the box.

o Mount this database Select this check box to mount the database immediately after it
is created.

New Public Folder Database

New Public Folder Database

5Set Paths
Enter the file locations for the databaze.

[ Intraduction

Set Path
e Database paths
- E:g;ﬂm Folder Database file path:
. rogram Files\Exchange201 WM ailbo=tPublic Folder D atabase\Public Falder D atabase. edb
| Completion

Log folder path:

C:\Program FileshExchange20104Mailbox Public Folder D atabaze

v tount this database

Help | ¢ Back | Mewut » I Cancel
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5. Onthe New Public Folder Database page, review your configuration settings. Click New to
create the public folder database. Click Back to make changes.
6. Onthe Completion page, review the following, and then click Finish to close the wizard:

o A status of Completed indicates that the wizard completed the task successfully.
o A status of Failed indicates that the task wasn't completed. If the task fails, review the
summary for an explanation, and then click Back to make any configuration changes.

7. Click Finish to close the wizard.

NOTE: Provided that you have more Exchange 2010 servers, replicate the Public Folder
Database to all of them.

Creating an Organizational Forms Library

You need to have an Organizational forms library (which is actually a system folder stored in

public folders) on your MS Exchange Server, i.e. you need to have a folder under the EFORMS
REGISTRY where you will publish all Archive Manager forms. Ifsuch a f ol der doe:¢
you have to create one.

NOTE: There can be several libraries created, one for each language.

Organizational forms library 1 if such exists i is located under the EFORMS REGISTRY. If the

library exists under the EFORMS REGISTRY, you donot need t tnthatr eat
caseproceed with the chapter f Asuserayerihe@gamzatioralr r i
Forms | ibraryo.

To check whether an Organizational forms library exists:

1. Open Outlook.

2. On the menu bar select Tools / Forms / Choose Form. Choose Form
window opens.
NOTE: In Outlook 2010 click the Developer tab on the ribbon. Then click
Choose Form.

3. In the Look in down-drop box look for Organizational Forms Library, if it
exists.

To create an Organizational forms library, follow these instructions:

1. Run the Exchange Management Shell from Start / Programs / Microsoft
Exchange Server 2010 / Exchange Management Shell.

2. Create an Organizational forms library in Exchange Management Shell using
the following command:

New PublicFolder i Path" \ NON_IPM_SUBTRBEEEFORMS REGISTRY"- Name "Organizational
Forms" -vb

Par amevhbear ifis optional; it gives the ver
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%Machine: ymexfispt0l | Scope: exfispt.local

[PS] C:“Documents and Settings“Administrator*Hew—PublicFolder —-Path ""“SHOM_IPM_SU
BTREE-EFORHE REGISTRY" —Mame "Organizational Forms' -vb

Check in Outlook (2003/2007) that the public folder is shown in Tools / Forms / Choose Form /
Look in down-drop box. In case of Outlook 2010 check it under Developer tab / Choose form.
Restart the Microsoft Exchange Information Store service if not (Start / Programs /
Administrative Tools / Services).

Assigning owner rights to the super-user over the Organizational Forms
library

The super-user will be publishing all Archive Manager forms in the Organizational Forms library.
Therefore, that account must be given owner rights to this folder. To assign the rights to the
super-user, follow these steps:

1. Run the Exchange Management Shell from Start / Programs / Microsoft
Exchange Server 2010 / Exchange Management Shell.

2. Now enter the following command to set access rights for super-user
(srv_exchange):

Add- PublicFolderClientPermission - Identity "\ NON_IPM_SUBTRBEEFORMS
REGSTRY\ FormsLibrary " -User "srv_exchange " -AccessRights "owner"

[ Machine: srv03 | Scope: NDE.local

[PS] C:xDocuments and Settin administrator.NDEXAdd—PublicFolderClientPermnizsio
n —ldentity "“SHON_IPM_SUBTR ORME REGISTRY-Organizational Forms' —lUser "sry_
exchange"” —ficcessRights “ouwner

Identity User AccessRights

SHOM_IPM_SUBTRBEESEFORHS ... NHDE.localslUserssarchive... {Owner?

[PS] C:sDocuments and Settingssadministrator.NDE>

First parameter is a path to the Organizational Forms library. Second parameter is a name of
the super-user, which will be granted the rights and third parameter is the AccessRights type
which is usually supposed to be AOwner 0.

NOTES:
9 If you are not sure what the name of the Organizational forms library is, the
following command can be used. It will grant permissions for the child objects
under EFORMS REGISTRY:
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Get - PublicFolder - Identity " \ NON_IPM_SUBTREEEFORMS REGISTRY" - GetChildren | Add -
publicfolderclientpermission - User srv_exchange - AccessRights Owner

1 It may take some time until the super-user is assigned owner rights over the
Organizational Forms library.

Tips & Tricks: If there are any issues with assigning rights over Organizational Forms Library,
you can download Microsoft ExFolders from:

http://msexchangeteam.com/archive/2009/12/04/453399.aspx

This tool can facilitate the process of assigning rights over different Exchange Server folders. It
can be used for MS Exchange Server 2010.

Setting up lanquage for the forms folder

After we have successfully created Organizational forms library, its language needs to be set
up. To do so, download the Mi cr osof t 6 s thbAfm the&EMidrosaft download center
to the machine with Outlook installed. The current location for download is:

http://mfcmapi.codeplex.com/
(go to download and select the latest release)

1. Start t he MWRIEditorgoolfort aysclient computer, where Outlook
is installed and profile(s) are present.
NOTE: Should you have Outlook installed also on your Archive Manager
server, you can launch the MAPI Editor on that machine as well.

2. To display the store tables unfold the Session menu and select Logon and
Display Store Table command.

B MFCMAPT x86 Build [_ O] =]

File | Session  Address Book MDE  Profile Dump  Properky Pane  Other  Table

Logon and Display Store Table

Logon only (Does nok display stores)
Logon with Flags

Logoff

Logaff with Hags

Load MAPL
Unload M&PT
MAPIInitialize
MAPIUninitialize

Fast Shutdown -
Prap Type | Walue | Yalue - Alternate wiew | Smark Wiew

Display Message Store Table
T Attarbment Rlacked.

3. The store tables are displayed then. Right-click the Public Folder store. From
the context menu select Open store or double-click the store to open it.
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MFEMAPI #86 Build: Public Folders - Administrator@owa2010.test

File Session Address Book MODE  Profile Dump  Property Pane  Other  Table

Irstance Key | Display Mame | Row Type | Depth | Pr_EnTRYID, PR MEMEE... | PR CONTENT coU
|_J cb: 161pb: 2...  Mailbox - Administrator Err:0:x8004010...  Err:0x3004010... cb: 165 Iph 0000000035, Err:0x3004010F=M

ch: 16 |pb: B... Public Folders - Adminis, , , ks oo et Sl UL et bl BROE 03T
Sek Defaulk Store t!

Cpen Selected Store Deleted Folders., .
Dump Store Contents To Texk (SLOWY

Logoff

Logoff with Flags
< I I Cancel Table Load _'l
Property ... - | Cther Mames | Tag Refresh Wiew & - Alternate view | Smart Wisw

4. A new window with public folders appears. Unfold the tree in the left pane
down to Public Root \ NON_IPM_SUBTREE \ EFORMS REGISTRY \
Organizational Forms.

Puhlic Folders - Administrator@owaz010.test: Organizational Forms

File Actions Special Folder MDE  Property Pane Other Hierarchy Table

[=J- Public Raat Property Mamels) - | Other Mames | Tag -
[ IPM_SUBTREE (5 0x3FD60040 0x3FDED
= NON_IPM_SUBTREE D 0x3FEB000A PR_ADDRESS_BOCK_DISPLAY_MAME  Ox3FESOI

1 EFORMS REGISTRY (D OEEE50004 PR_ICS_CHAMGE_KEY OBEE50

; {8 Organizational Forms [T DxGESE01

(- OFFLINE ADDRESS BOOK | /g1 051 g Ox671EDH

k- SCHEDULE + FREE BLISY 1M PR_ACCESS, PidTagaccess, ptag... 0x0FF401
1YPR _MCCESS_LEVEL, PidTaghccess, ., Ox0FF7ON
i PR_ADDRESS_BOOK_EMTRYID, F... 0x66360
TAPR AassOC COMTFNT ol INT. Pi. . Mx3A1TN0

5. Click on the Property Pane on the menu bar and from the down-drop menu
select Edit given property option.

Puhlit Folders - Administrator@owa2010.test: Organizational Forms
File Actions Special Folder  MODB | Properky Pane  Other  Hierarchy Table

&l Public Root Selected Property v | Gther Hames | Tag -
[#-IPM_SUBTREE DeSFOG
£} NON_IPM_SUBTREE Hodfy Extra’Praperties. . PR_ADDRESS_BOOK_DISPLAY_NAME  0x3FES00N

=+ EFORMS REGISTRY Find AllNamed Props (SLOW) PR_ICS_CHANGE KEY (8655001
. Count Mamed Props - - ——
ocomms
Edit given property..., 0x0FF4000
Open Property fs Table 550 0x0FF7 000
P... 06636010
Save Property Pane Conkents... Pi... 036 1700
HlpR ATTR HIMMFN RidTandrhib neprann | LY 1ag

I
text box. It defines the PR_EFORMS_LOCALE_ID property. Check it in the
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Property name box. Then click OK.

Edit Given Property M=l

Fill out property tag information
petky Tag
0::3FE90003]

Properky ID
IDxSFEQ

Property Type
|PT_LonG =
Properky Marne ™
IPR_EFORMS_LOCALE_ID 0

Property Type
PT_LOMG

"y

Mamed Property Kind

Jmrp_to =

Marned Property Mame (MMID_ID names in hex)
IDxDDDDSFEQ

Iamed Property GUID
muuznaza-DUDD-DUDD-CDDU-UDDUDDUUDD45} =PS_MAPI |

[ Ok ] Select Property Tag | Create Named Property | Cancel |

4

7. In the pop-up Property Editor window type the required locale ID (1033 for
English) in the Unsigned Decimal box and click OK:

(Tlproperty Editor =] B

Edit property

Tag: Ox3FE9000Z

Twpe: PT_LOMG

Property Mamels): PR_EFORMS_LOCALE IO

1 1schemas. microsaft, com/mapifpropkag/Ox 3FE20003

Hex
||:|x|:u:u:u:u:|4|:|9

Smark Yiew
000000000

Cancel |

o

8. Back in the Folder Tree window locate the
PR_PUBLISH_IN_ADDRESS_ BOOK property in the right pane. Right-click it
and select Edit property.
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Puhlic Folders - Administrator@owaz010.test: Organizational Forms

File Actions Special Folder MDE  Property Pane  Other  Hierarchy Table

=1 Public Raat Property Mamels) - | Other Mames | Tag :I

[+ IPM_SUBTREE % PR_NT_SECURITY_DESCRIPTOR, ... Ox0EZ70

=1 NON_IPM_SUBTREE 17 PR_OBIECT_TYPE, PidTagobiectT. .. Ox0OFFED!

[ EFORMS REGISTRY 13 PR_OFFLINE_FLAGS 066300

- DOrganizational Forms | wuop papEnT ENTRYID, FidTagPar... 0x0E090
OFFLINE ADDRESS BOOK B4 PR_PARENT _EMTRYID, PidTagPar... 0x0EN20

- SCHEDULE+ FREE BUSY B PR_PARENT _SOURCE_KEY, PidTa... NxESELD

H4 PR_PREDECESSOR _CHAMGE_LIS. .. 0x65E30

1Y PR_PROFILE_ABP_ALLOW _RECO.., B 6 300

[Cl|FR PUBLISH IM_ADDRESS B

EE PR_RECORD_KEY, PidTagRecordk.. W
% PR_REPLICA_LIST

#BC PR_REPLICA_SERVER.

T& PR_REPLICA_WERSION

1% PR_RESOLVE_METHOD, PidTagRe. .

15

#a PR_FULES_DATA Cpen &s Entry ID or Object

Edit Property as Unicode Stream. ..
Edit Propetty as RTF Stream. ..
Edit Propetty As Binary Stream

9. Uncheck the Boolean check box and click OK.

PI‘DDEI‘I:"_u" Editor _ O]

Edit property

Tag: Ox3FEGO00E

Twpe: PT_BOOLEAM

Property Mame(s) PR_PUBLISH_IN_ADDRESS Bk

DasL: http:ffschemas. microsoft, com)'mapifproptag/0x 3FEGOO0E
[~ EBoolean

Cancel |

2

10. Finally close the Folder Tree window and exit MAPI Editor by selecting
Session/Logoff menu command.
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Installing Archive Manager Exchange Edition

LAN Architecture

Before installing Archive Manager Exchange Edition, we need to mention something about the
type of LAN you may have, which basically consists of:

MS Exchange Server, (must be a SEPARATE MACHINE)

Database Server,

Archive Manager Server,

HSM Server and

Archive Manager Search Server (optional).

= = -8 9 =

In the most basic configuration all servers EXCEPT MS EXCHANGE can be installed on one
machine. However, more advanced configurations are recommended.

Archive Manager is a product of high scalability and administrators can decide for various LAN
solutions. For instance, maximum 3000 mailboxes can be archived with one Archive Manager
Archive server. If more than 1000 mailboxes are being archived, we recommend dedicating an
additional server where only the Archive Manager retrieve part will reside. In this manual we
describe two LAN configurations in detail:

Common config (containing ONE Archive Manager server)
1 MS Exchange Server (one machine)
1 Database Server, Archive Manager Server, HSM Server, Archive Manager
Search Server, PST Import Server (second machine)

LoadBalancing config (containing MORE Archive Manager servers)
MS Exchange Server (one machine)

Database Server (second machine)

one Archive Manager Archive Server (third machine)

one Archive Manager Retrieve Server (fourth machine)
HSM and Archive Manager Search Server (fifth machine)
PST Import Server (sixth machine)

=4 =4 -4 —4 4 9

HSM server setup and optional Archive Manager Search server setup must be installed first - 1
part of the installation section.

Then run the Archive Manager setup on all other servers (except the Exchange and Database
Server) i 2" part of the installation section.

NOTE: To achieve load balancing and enable multiple archiving for large organizations
scattered around the globe, Archive Manager provides you with the possibility to configure
several Archive Manager Archive servers distinguished by a unique identifier T the LocationID.
More servers can be assigned to ONE location:
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1 ONE Archive server
i several Retrieve servers and/or

1 PST Import servers.
For example: one Archive Manager archive service for daily business, one PST Import archive
service and several retrieve services operating in parallel.

(For more info see the notAehiva Mandgér &xclamyd Editidnd t h e
chapter.)

1% part of the Archive Manager installation i HSM and Archive Manager
Search

After you have decided on your Archive Manager configuration solution, you can start installing
Archive Manager. As was mentioned before, the first step is to install:
1 the HSM Server which takes care of storing and retrieving emails and
91 optionally the Archive Manager Search Server if you wish to use the fulltext
search
NOTE: When running the Archive Manager Search setup, you can choose from
different fulltext search engines:
0 Archive Manager Search (recommended)
0 MS Search integration

NOTE: Both HSM and Archive Manager Search can be installed by separate setups or by using
the Archive Manager installation package. For detailed information on how to install and
configure the HSM and Archive Manager Search see the following manuals:

0 HSM Installation and Configuration

0 Archive Manager Search

2" part of the Archive Manager installation: Components Selection

When your HSM and Archive Manager Search are installed, you can continue with the Archive
Manager installation. Archive Manager can be downloaded either as a separate setup or as an
Installation package. However, in this manual we use the separate Archive Manager Exchange
Edition setup.

Make sure that all MMC applications (the System Manager tool, the Services window etc.) are
closed before running the Archive Manager setup.

Then simply run your setup while being logged on to the server with a domain account with local
administrative permissions.

On the Welcome page click Next.
On the License Agreement page read the license agreement. If you agree, select the | accept
the terms of the license agreement option and click Next to continue.
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Archive Manager Exchange Edition x|

License Agreement -

Metalogix GmbH. ("METALOGIX") IS WILLING TO LICENSE THIS =
SOFTWARE TO YOU ONLY OM THE CONDITION THAT YOU
ACCEPT ALL OF THE TERMS AND CONDITIONS IN THIS
LICENSE (the "License") AND INDICATE YOUR ACCEPTANCE.
PLEASE READ THE TERMS CAREFULLY BEFORE INDICATING
YOUR ACCEPTANCE. BY ACCEPTING THIS LICENSE YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE.
UNDERSTAND IT AND AGREE TO BE BOUND BY ITS TERMS AND
CONDITIONS. IF YOU DO NOT AGREE TO THESE TERMS, YOU

MAY NOT INSTALL OR USE THE SOFTWARE.

| Grant of License; Software. Support and Maintenance The
METALOGIX software accompanying this License and related
documentation (the "Software") is licensed fo you by METALOGIX.
and its use is subject to this License. In consideration of your =|

| accept the teims of the license agreement

| do mot accept the tems of the license agresment

- e—»

Metalogix

Before proceeding with installation, you need to apply the license. There can be two different

situations:

1 Archive Manager server has an internet connection (a)
1 Archive Manager server has NO internet connection (b)

a) If Archive Manager server has an internet connection, follow the next steps:

- Enter your license key and click Next.
NOTE: If the internet access is filtered out by proxy on the Archive Manager
server, click the Set proxy link to enter the respective parameters.

License will be validated and you can continue the installation.

ALY ate ICense ey, B

Q‘h Enter license key and select the activation method

License key:
| | | | | |

Activation mode:

' Online activation {requires online internet connection)

' Offline ackivation

Sek proxy ...
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b) If the Archive Manager server has NO internet connection, follow the next steps:

- Insert your license key.

- Select the Offline activation radio button and click Next.

- Copy the Activation request text from the Activation request text box or save
it as a file (click the Save to file link)

- On the machine with internet access open the Metalogix Activation URL:
http://www.metalogix.com/OfflineActivation

- Paste the Activation Request text you have copied or Browse for the file you
have saved and click Activate

- Activation text is generated. Again copy the text or save it as a file

- Back on the Archive Manager server click Next to proceed to the Enter your
Activation Response dialog. Paste the Activation text you have copied from
the Metalogix web page or load the file.

- Click Next, then Finish.

In the next window you can check the location where the Archive Manager folder with all the
application necessary files will be installed. The default destination location is C:\Program
Files\ Metalogix. You can use the Change button to change the destination directory, if you
wish. Then click Next.

Archive Manager Exchange Edition il
Choose Destination Location
Select falder where setup will install files.

Install Archive Manager Exchange Edition to:

C:%Program Files [#8E]\Metalogis

Insallshizld et > |

The next step is very important as in the following dialog (Select Features window) you are
selecting which features of Archive Manager will be installed. We will describe how to select the
features in a separate section (see the foll
the section fAiHow to select the f eatsudeperdiagon
your LAN configuration.
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Archive Manager Exchange Edition x|
Select Features

Select the features setup will install

Select the features vou want to instal, and deselect the featurss you do not want ta install

—Desciipior—————

Application server containg the

¥ Archivetweb core services for an Auchive or
V] Administrative: tocls Retrieve Server. Itis not

recommended to install the

- Forms Installer Application services on the

-] fwaditing Exchange Server. For more
Monitoring service information please read the

Installation guide.

99.05 ME of space required on the C drive
1352 20 ME of space available on the C diive

Inistall3hizld ( < Back ) ( Hext > )

Description of the features

Application Server

Please select this option only for the computer where Archive Manager Server

will be running. By selecting this option you will install the basic components of
Archive Manager.

PST Import
As for PST | mport, it is an application
can be used only on the machine where MS Outlook is installed.
Supported Outlook versions:
o Outlook 2003
o Outlook 2007
0 Outlook 2010 (32bit)
(For more information on how to use and configure the PST Importer, see the
AAdmi ni strator manual for PST | mportero.

IMPORTANT NOTE: The PST Import component can easily be installed on any
machine with the following minimum requirements:

1 Windows server 2000 SP 4

1 .NET Framework 2.0 SP2

1 Outlook 2003

If you install this feature alone on a machine, the machine becomes a PST
Importer server. We will refer to this term later in the document.

ArchiveWeb
This application is used for viewing archived emails over the Internert. The user
can access archived emails via a browser by navigating to the ArchiveWeb. It is
recommended to install this feature on the Archive Manager server. However, it
can be installed on any machine with IIS and .NET Framework 2.0 SP2 or higher
(for more information see the AArchi veWe
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Administrative tools
By selecting this option you will install the Configuration tool and the Enterprise
Manager, which are included among administrative applications of Archive
Manager.
These tools can be installed and used on several computers. For instance, you
may decide to use Enterprise Manager not only on the machine where Archive
Manager Server is running (i.e. not only on the machine where Application
server is selected during setup). In that case you must select ONLY
Administrative tools when running Archive Manager Exchange Edition setup
on the new machine. Several users can then have access to full management of
Archive Manager.

Forms Installer
Forms Installer contains custom forms and Formsinstaller.exe tool which
publishes the forms in the Organizational Forms Library. It can only be used on a
computer where Outlook is running. You can also choose any client machine
with Outlook 2010 (32bit) / 2007 / 2003 and .NET Framework 2.0 SP2 installed to
be able to publish the forms.

NOTE: There is always a Formsinstaller setup to be downloaded together with the
Archive Manager setup. This smaller setup installs the Formsinstaller.exe tool on
the client machine.

Auditing
Auditing allows administrator to log defined user actions in the email archive, i.e.
administrator has an overview of user actions as archiving, retrieving, restoring
and even executed fulltext searches (in Outlook and ArchiveWeb). This feature
can be installed on Archive Manager server or on a separate machine (for
detailed infor matiiuwsners emaruthael AAudi ting

Monitoring service
This service is implemented since v5.1. It automates monitoring of other Archive
Manager (MAM) services and alerts administrator via notification email if
necessary. Notification mail is send only if some error occurs. For more
i nformation see itBraes ificMAIM sscerrivpitcieosn 6 man u :

All'in all, certain restrictions and recommendations regarding LAN architecture need to be taken
into account when installing Archive Manager. Basically the MS Exchange Server and Archive
Manager Server should be on different computers, i.e. two separate machines (for more
information see the section ALAN Architectureo)

IMPORTANT  NOTE: There is a special Archive Manager Exchange
Edition_64bit_Extensions setup to be downloaded together with the Archive Manager
Exchange Edition setup. This Archive Manager Exchange Edition_64bit_Extensions setup
installs Exchange Server Tools which are necessary for reading permissions and Archive
Manager components for OWA 2010 (optional).
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Archive Manager Exchange Edition_64bit_Extensions setup is dedicated to run only on
Exchange 2010 Server running Windows Server 2003 (64bit) ( s e e Atchive Mdnager
Exchange Editionl nst al | ati on of Optional Featureso man:i

How to select features for various types of LAN

As mentioned i n AL AMrchive Ménageraesa praduct aj high scalabilitpamd
administrators can decide for various types of LAN. It is important to select the correct features
for your servers when installing Archive Manager. Further we discuss two most common LAN
configurations in detail:

0 containing ONE Archive Manager S e r v €@ammdnftonfigo )

o0 containing MORE Archive Manager S e r v eLoagBalan@ing configd ) .

I. Common config

Possible LAN configuration:

1 MS Exchange Server (one machine)
1 Archive Manager Server, HSM Server, Archive Manager Search Server, PST
Import Server, Database Server (second machine)

Please select the features on the Select Features page as described below:

When running the Archive Manager setup on the second machine, select Application Server.
To enable ArchiveWeb application, select also ArchiveWeb. If you plan to use administrative
applications on the server as well, select Administrative tools. Select Auditing if you want to
deploy auditing feature and Monitoring service if you want to deploy monitoring as well.

You can select also Formsinstaller and PST Import features.

NOTE: HSM and Archive Manager Search have been installed on the machine separately (1
part of the installation).

NOTE: The only components installed on the Exchange Server are Exchange Server Tools
necessary for synchronizing permissions and/or OWA 2010 extension (optional). They are
installed with the Archive Manager Exchange Edition_64bit_Extensions setup which can be
downloaded together with the Archive Manager Exchange Edition s et up ( skost t h
Installation tasksosection).

For OWA 2010 extension installation s e e  Arthie Manager Exchange Edition Installation of
Optional Featureso manual
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Metalogix

-] Direct Archive
w2, 2007 Estension
¥ Exchange Server Tools

MS Exchange
Server

‘ ; Application Server

Archive+Manager i::lcn:i:ii\tfa.;ﬁe taols
Archive Manager é:;ﬂg?ﬂgﬂa”e[
SE.‘EI’Ch Manitoring service
HSM + PST - gHSMSElup
w— - Archive Manager Search

Server

the HSM Store the SQL or
on HDD, Share, Oracle DB.
NetApp, SAN, Consisting of:
NAS, Jukehox, -MAM meta
etc. - HSM meta

Il. LoadBalancing Config

Possible LAN configuration:

MS Exchange Server (one machine)

Database Server (second machine)

one Archive Manager Archive Server (third machine)
one Archive Manager Retrieve Server (fourth machine)
HSM and Archive Manager Search Server (fifth machine)
PST Import Server (sixth machine)

=4 =4 =4 -4 9 -9

NOTE: Provided that you wish to have two or more Archive Manager servers, the Archive
Manager installation has to run on all of them. When the whole installation process is completed

the servers have to be

assigned

the AArchi ve

using Enterprise Manager application (Enterprise Manager / Tools / Options / Server

settings tab) i as will be described later.

Please select the components as described:
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When running Archive Manager setup on the computers where Archive Manager Servers
should be installed, select Application Server for both of them and also Administrative tools
if you plan to use administrative applications on the servers as well. To enable ArchiveWeb,
select this feature on one of the Archive Manager Servers. To enable Auditing, select this
feature also on one of the Archive Manager Servers. Monitoring service feature can be
installed on each Archive Manager Server.

When running Archive Manager setup on the PST Import Server, select PST Import.

HSM and Archive Manager Search are installed on the HSM and Archive Manager Search
server by separate setups as described in the 1% part of the installation.
There is no need to run the installation on the Database Server and MS Exchange Server.

NOTE: The only components installed on the Exchange Server are Exchange Server Tools
necessary for synchronizing permissions and/or OWA 2010 extension (optional). They are
installed with the Archive Manager Exchange Edition_64bit_Extensions setup which can be
downloaded together with the Archive Managers et up (see the APost |
For OWA 2010 extension installation s e e  Arthwe Manager Exchange Edition Installation of

Optional Featuresodo manual
] &pplication Server
[ Direct Archive ‘ L PE T Impot
j 4, 2007 E stension - [ Archivetweh
g Exchange Server Tools o] Administrative tools
o] Forms Installer
;----Dhuditing
\ : i Manitaring service
MS Exchange Server PST Importer Server
B pplication Server
e L 1PST Import
@HSMSetup e Archiveii/eb
] ) v &adminiztrative tooks
#/Archive Manager Search E Formg Irnstaller
: [ Auditing
L..[¥ Manitaring service
Archive Manager Archive Manager Archive
Search
+
H5M
E-- Microsoft SOL Servers P pplication Serer
E|€ S0L Server Group |:| PST Import
Ea} {local) (windows NT) E----ArchiveWeb
El@ Jatabases E----D.ﬁ.dministlative tools
|:| Farms Inztaller
[Juditing
“.[IMaritaring service

Database Server Archive Manager Retrieve Server
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Finishing the installation

As the setup continues you are asked to allow Metalogix Exchange Extension to be added to

the Exception list of the Windows Firewall. In this way the Archive service will be allowed to
communicate through Windows Firewall.

Archive Manager Exchange Edition

X
‘Windows FireWall Exceplions

Allows programs to communicate through Windows Firewall

¥ Aliaw to add Metalogix Exchangs Extension service to the “Windows Frewall Exception lisk

=0

Then you are asked to specify the user account under which Archive Manager services will be
running. Enter your super-user (srv_exchange) in the User Name text box in the
DOMAIN\Username format. You can use the Browse button, to locate the user. Fill in the
super-us er 6 s pas Passwodd andiConfirmdassword text boxes. Click Next.

Archive Manager Exchange Edition

x|
Logon Information -
Specify the uger account to be used by this application. User accounts must be in the format
DOMAINY semame.
Uszer namme:
|

Pagsword

Confirm password.

Installhizld : Cancel

www.metalogix.com/Support sales@metalogix.net Metalogix Software 50/ 89



Metalogix

Manage, Migrate , Archive, Store, Protect

In the next window enter the NETBios hame of your HSM Server, i.e. the computer where you
have run the HSM setup (see the 1% part of the installation). You can use the Browse button to
locate the server. Then click Next.

NOTE: Click the Test server button if you want to test the connection to the HSM server.

Archive Manager Exchange Edition x|

Select H5M server -

Type the name of the HSk server, or select it from the list of servers

HSM server

Ivmkdamd

Test HSM zerver

Test server...

Browsze. ..

Inztallshizld

==

Then you are asked to enter the NETBios name of your Fulltext Server, i.e. the computer where
you have run the Archive Manager Search setup (see the 1% part of the installation). You can
use the Browse button to locate the server. Then click Next.

NOTE: Click the Test server button if you want to test the connection to the Fulltext server.

Archive Manager Search is optional. If you do not have Archive Manager Search Server
installed, uncheck the Enable Fulltext search check box and click Next.
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Archive Manager Exchange Edition ll
Search server
Select the search Server
Tupe the name of the search server, or select it fram the list of servers

¥ Enable Fulltest search

Search server

Ivmxdemd

Browsze. ..
Test zerver...

Test Fulltext server

&« e»

Finally click Install.

When the installation has finished, click the Finish button. As the Archive Manager installation
finishes, the Postinstallation window opens with all necessary post-installation tasks listed. We
describe them in the following chapter.

IMPORTANT NOTE:

If your LAN configuration requires more than one Archive Manager Archiving server in one
domain (especially in case of large organizations demanding multiple archiving), Archive
Manager provides you with the possibility to configure several Locations with their Archive
servers.

You must distinguish the intended Archive servers by the Location ID immediately after
installation. As default the Location ID for every installation is 1. To change the Location ID, e.g.
set Location ID to 2 for your 2" Archive Manager Archive server, you have to change the
foll owing registry key values to fi20:

1 HKEY_LOCAL_MACHINE \ SOFTWARE \ Heilig & Schubert \ exchangePAM \
MultiServerID

1 HKEY_LOCAL_MACHINE \ SOFTWARE \ Heilig & Schubert \ exchangePAM \
OfflineStorage \ LocationID

Assigning Archive / Retrieve server role to respective Archive Manager servers is accomplished
in the Enterprise Manager on the Tools / Options / Server settings tab i will be described
later.
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Post-installation tasks

As the Archive Manager Exchange Edition installation finishes you will be prompted the
Postinstallation dialog. The list of post-installation steps varies for different parts of installation
(Archive Manager Server, PST Server etc.).

-iI POstinstallton

Postinstallation Tasks @

Q Configuration

In order ko run the archiving services vou will have to configure the Skark
database connections and configure your HIM services, This wizard will
help you set up the database connections as well as create or update the Launch configuration kaal
necessary database objects and the HAM,

o Forms Publishing

In order ko archive and retrieve email correctly, yvou will need to publish Start

the Cutlook Forms Templates, This wizard will help vou configure and

publish the templates, Before publishing the Forms wau will need Sutlaak Launch Forms Installer
installed and open with the superuser accounk, Mote: This can be run

from a different machine if needed. The Forms installer is locaked in the

SEM install directory under the ToolsiFaorms Folder,

() Start Services
Skark

This will skart all of the services, allowing for archival and retrieval ko
begin. Start services

Q Enterprise Manager
Start

Enterprise Manager is the management kool For configuration and
maintenance of the entire archiving environment, After starting the Skark EM
Enterprise Manager wou will be run through aninitial configuration wizard

for ease of use,

This dialog lists post-installation tasks which have to be completed after installation:

Configuration - Configuring your already installed databases

Forms Publishing - Publishing the Custom Forms of Archive Manager

Start Services - Start the Archive Manager services

Enterprise Manager - Run the Enterprise Manager to start populating Archive
Manager with users and mailboxes and archive the first emails.

Exchange Server Tools i installs tools necessary for reading permissions

IIS Configuration

PN

o u

For information on how to complete the tasks read the following sections. Each of the above
mentioned steps can be done once you click the relevant Start button on the dialog. The
Postinstallation tool can be launched also from <installdir> \ Metalogix \ MAM4Exchange \
Tools \ LaunchTools \ LaunchTools.exe.
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Configuring the database

As suggested in the Postinstallation dialog, as a first step you need to configure your
previously created database(s). To do so, just click the first Start button - Launch configuration

tool. The database Configuration tool pops-up. This tool administers the database(s) which
your Archive Manager software will use to keep meta-data in. The database(s) must be
available before you run Archive Manager setup (seethe Addendum ACreating
database with a database user).

In this manual we use 3 separate databases (exchangeDB for Archive Manager part, hsmDB for
HSM part and auditingDB for Auditing part) and the same user for all (srv_exchange). The
following lines describe only configuration of Archive Manager and Auditing part. For HSM
configuration see the AHSM Installation and Col

S Gonhguraton

Configuration

'E.'.i Auditing Installed products

. ' HE™ Auditing
. Flugin path: C:\Program Files (x&6)\Common Files\...\PamConfig.Auditing.dll

Status: Loaded
1 EdriEinye

[ ' ALY E
: HSM

Flugin path: C:\Program Files (x86)\Common Files\PA.. \PamCanfig. HSM.dII
Status: Loaded

Exchange Archive
Flugin path: C:\Program Files (x86)\Cammaon.. \PamCanfig.ExchangePam.dl|
Status: Loaded

Select the product to configure on the left side.

The Configuration tool has different tabs:

- Auditing T only in case that Auditing feature was selected during the installation

- HSM (which is configured after the HSM installationi s ee t he AHSM | nst
and Configuraton manual 0

- Exchange Archive (which is used to configure the Archive Manager part of the
database and create the default retention category in HSM)

- Fulltext tab i only in case that old fulltext engine is used

You will notice that each tab of the tool (Exchange Archive, HSM and Auditing) has 2
subsections - the Configuration section and the Execute Scripts section. Always start with the

Configuration subsection, since you will first need to set the connection parameters in order to
run the sqgl scripts.

IMPORTANT NOTE: Once configured, you must NOT change the following values in the
Configuration tool on any of the tabs:
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1 Initial Catalog: this is the default Database where the system is writing and
reading from. This name should never be changed, unless you do not specifically
restore all the prior archived data back in Exchange and decide to start all over
with a fresh new database for the product. If by mistake another database is
used the old archived data is no longer reachable.

i Table Owner: this is the default table owner used by the product. This SQL
Table owner must be always the same, even if you move the SQL databases
from one SQL server to another. If another SQL Table Owner name is created
and used for the archiving product all the tables will be re-created as duplicate
and the system will write in the new table set. As an end-effect the old archived
data will not be reachable anymore. For SQL 2005 / 2008 the Table Owner is the
SCHEMA NAME of the database.

1 Server Name: this is the name of the SQL server where the databases used by
the Metalogix product are hosted. It is only allowed to change this name if the
database(s) the Metalogix product uses are moved from one SQL server to
another

In case of an ORACLE database, do NOT change ORACLE NET name and Schema.

UPDATING: When updating from earlier versions to version 3.4 and higher, running the
parentFolderConv-SQL.sql database script from the Exchange Archive tab can take a longer
time. It is not necessary to run the script immediately after update. It is recommended to
unselect the above-mentioned script when executing scripts on the Exchange Archive tab, have
the system up and running and execute that script on the Exchange Archive tab only later.

To configure the Archive Manager and Auditing databases:
1. On the database Configuration tool switch to the Exchange Archive section
and then click Configure.

Database Retention Categories

£
= OF Dalaba s Connechon, —
Provider:
Server name:
Initial catalog:

w Exchange L
Archive Table owner:

User name:

Configure...
:\-Ié'é—_«':r_r_'-p"_-'. —

Databaseversion:

Seripts version:
&4 Database and script versions are not available.

Execute scripks. ..
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2. If you have an MS SQL server as a database provider, select the respective
radio button and click Next. If you are using an Oracle database choose the
other radio button and click Next.

patabase configuration

Database Connection Wizard

Welcome to the Database Connection Wizard!

The Database Connection Wizard will help you bo set up your server, It allows you to specify the
database provider and describe the database connection parameters,

Please select the database provider wou want to use:

" Oracle

The Fallowing page will let vou specify the database connection pararmeters.

3. Inthe next window you have to fill in the text fields as follows:

1 If you have Microsoft SQL Server
Server name - name of the SQL server (or the SQL server instance name if you use SQL 2005
Express).
Initial catalog - name of the Archive Manager database (e.g. exchangeDB).
Table owner - name of the SQL Login that is a Table Owner (or the name of the SQL Schema
if you use SQL 2005/2008 Enterprise or SQL 2005 Express), e.g. srv_exchange
Authentication i authentication type used for the database
User name - database login user (the one you are using as a table owner i e.g. srv_exchange)
Password - password of the above database login
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#¥ Configuration

Configure Exchange Archive \N O
Database Lerti

o Ca;ﬁaﬁes

— o atabrasecontguration
= ! Auditing

Database Connection Wizard
.-l‘- HSf

Set up your Microsoft SOL Server connection.

w ifinia:;ge ” Please enter parameters which will be used to create a connection ko your Microsoft SCL Server,
SErvEr name: |VMXDEMOID'I,SQLEXPRESS |
Initial catalog: |exchangeDB |
Table owner: |srv_exchange |
Authentication: | SGL Server Authentication < |
Lser name: |srv_exchange |
Password: | |

-

L Execute scripks. ..

(_- Mext = j C Cancel )

IMPORTANT NOTE: When updating Archive Manager from one version to another you must
NOT change the following values in the Configuration tool on any of the tabs:

o0 Server Name

o Initial Catalog

o Table Owner
In case of an ORACLE database, do NOT change ORACLE NET name and Schema.

1 If you have ORACLE
ORACLE NET Name - ORACLE NET name, TNS name
Schema - the name of the schema where Archive Manager tables will be created
User Name - log-on user for the HSM database (with read and write rights to the tables)
Password-log-on user s password

PAFEonhG

Database Connection Wizard

Set up your Oracle connection.

Please enter parameters which will be used to create a connection to wour Qracle server,

Oracle Met name:

Schemat

User name: | |

Password:

(- Mext = ) ( Cancel )
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4. Back on the Exchange Archive tab run the sql scripts by clicking Execute
Scripts. The list of the scripts will appear. Click Next.

NOTE: When updating from earlier versions to version 3.4 and higher, running the
parentFolderConv-SQL.sql database script (the last one) can take a longer time. It is not
necessary to run the script immediately. It is recommended to unselect the above-mentioned
script when executing scripts on the Exchange Archive tab, have the system up and running
and execute that script on the Exchange Archive tab only later.

5. In case of SQL Authentication, click Next once more to accept the database
login user and its password.
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